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Access to Computers and iPads
Access to computers, iPads and the internet will usually take place under the supervision of school staff. 

Internet Access Policy

Internet access is controlled by Nottingham School’s IT and they are responsible for identifying and blocking harmful content. However, the school has the ability to unblock or block individual sites when and where it sees fit.
If a student or staff member discovers an unsuitable site, it must be reported to the Computing Lead.  The site will be reviewed by the Computing Lead to determine whether it should be blocked.

Use of Social Networking

The school will block access to the majority of social networking sites, but does allow staff access to Twitter and some select members of staff access Facebook, so that the parent information page can be updated.
Students are always advised never to give out personal details of any kind which may identify them or their location.
As a school we recognise that social media and networking are playing an increasing role within every-day life and that many staff are users of tools such as Facebook, Twitter and blogs using these for both personal and professional use. Staff and children will be kept aware of the risks and issues that may arise and ways in which to minimise these risks. 

Staff should:

· Ensure that their profile/posts are kept private, to friends where possible, this also includes personal information such as phone numbers, email addresses etc. 

· Not accept current or ex-pupils as ‘friends’ on social media sites such as Facebook. This is to ensure any possible misinterpretation. We do understand that some staff members have friends within the local community and ask that these members of staff take extra precaution when posting online

· Ensure that if their communication is fully public (e.g. blogs/Twitter), that they maintain their professionalism at all times and remember that they are a representative of the school. This must also be considered when posting Facebook ‘status updates’ and ‘wall’ messages.
· Be aware that electronic texts can sometimes be misinterpreted or misconstrued so should endeavour to minimise the possibility of this happening

· Not to use social media to discuss confidential information or to discuss specific children.
· Check with the Computing Lead if they need advice on monitoring their online persona and checking their security settings

Pupils should not be signed up to most social networking sites due to the over-13 age requirement. However, we recognise that many are signed up either with or without parental knowledge. As a school we will monitor the use of social networking and ensure it is part of our e-safety curriculum. We will also ensure that parents are fully aware of how to minimise the risk if their children are using these sites. As a school, we reserve the right to contact sites such as Facebook and ask them to remove our children’s accounts should any issues, such as cyber-bullying, occur.  

Digital and Video Images
As a school we will ensure that if we publish any photographs or videos of children online, we:

· Will ensure that their parents or guardians have given us written permission.
· Will ensure if we do not have permission to use the image of a particular child, we will make them unrecognisable to ensure that they are not left out of situations unnecessarily 

· Will not include a child’s image and their name together without permission from the parents or guardians e.g. if the child has won an award 

· Will ensure that children are in appropriate dress and we do not include images of children who are taking part in swimming activities

· Ask that if a parent, guardian or child wishes, they can request that a photograph is removed. This request can be made verbally or in writing to the child’s teacher or to the Computing Coordinator. We will endeavour to remove the photograph as soon as possible.
· Will provide new parents with a photo permission letter upon their arrival into school

· Will ask parents or guardians that are recording video or taking digital images at public events e.g. school play or sports day, that they do not publish these online

If staff use personal cameras or phones to take photographs of children within school, these must be removed from the device within one week of being taken but preferably as soon as possible. We are fully aware that this is necessary at times and it is often the most effective way to capture image and video, but precautions should be taken to minimise the risks. 

Email

· Pupils may only use approved e-mail accounts under adult supervision.

· Pupils must immediately tell a teacher if they receive offensive e-mails.

· Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission.

· E-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter written on school headed paper. 

· The forwarding of chain letters is not permitted.

· Children have the ability to send an email to a ‘class account’, which their class teacher can then respond to. This must be done with a parent or carer email account. These email accounts have been set up by Schools IT and run on Office 365. 

Protecting personal data

Personal data will be recorded, processed, transferred and made available according to the General Data Protection Regulation (GDPR) Data Protection Act 2018 
Authorising Internet access

· All staff and pupils must read and sign their appropriate ‘Acceptable Computing Use Agreement’ before using any school computing resource (see appendix).

· At Key Stage 1, access to the Internet will be by adult demonstration with occasional directly supervised access to specific, approved on-line materials.

Introducing the e-safety policy to pupils

· E-safety rules will be discussed with the pupils at the start of each year. 

· Pupils will be informed that network and Internet use will be monitored. 

Staff and the e-Safety policy 

· All staff will have access to the school’s e-safety policy and its importance explained.

· Staff should be aware that Internet traffic can be monitored and traced to the individual user.  Discretion and professional conduct is essential. 

· This policy will be included within induction procedures

Handling e-safety complaints 

· Complaints of Internet misuse will be dealt with by a senior member of staff.

· Any complaint about staff misuse must be referred to the Head of School or Executive Head Teacher.

· Complaints of a child protection nature must be dealt with in accordance with school child protection and safeguarding procedures.  

· Pupils and parents will be informed of the complaints procedure.

Online Learning

· Online learning resources will only be recommended to parents and children if they are from a reputable company.

· Online learning resources will meet GDPR requirements.

· Two-way video learning (e.g. a video skype conversation between a teacher and a child) will not take place.
· A teacher may upload a video onto a public site for children to view (e.g. School Youtube account). Teachers must adhere to the Teacher’s Standards, professional conduct is essential

· Communication between children and their teachers will only happen through agreed methods, which are published through the ‘contact us’ and ‘Home Learning Zone’ sections of the website

· Monitored class email accounts are available. It has been made clear that children should use a parent or carer email account to send an email. It has also been made clear that teachers will only respond to a message if it has come from a parent or carer address

· All online teacher / child communication is held to the same professional standards as we would expect at school.

· All online teacher / child communication will only take place using the approved services and methods

· Any concerns that teachers may have regarding the wellbeing of a child whilst communicating over email will follow the safeguarding procedure.

Role of Parents in Online Learning

· If children or parents are having difficulty accessing any online learning materials, the parent should speak to the child’s class teacher or the school office
· Parents and carers should monitor their children when they are accessing the internet as home internet access is often not as heavily filtered as school access

· It is important that parents and carers are aware of what their children are being asked to do online by school, including the sites they will be asked to access and who (if anyone) they will be interacting with. School will always send home guidance to parents to accompany any new online learning resource. Staff are also available to speak to if parents have any questions.

· If parents wish to report any concerns whilst their child is using any school-approved online learning service, we would encourage parents to report the issue to the site itself and to school where we can then review the resources. This should be done by contacting the school office.

· Parents and carers may choose to supplement the school online offer with support from online companies and in some cases individual tutors. In our communications with parents and carers, we should emphasise the importance of securing online support from a reputable organisation/individual who can provide evidence that they are safe and can be trusted to have access to children. Support for parents and carers to keep their children safe online includes:

· Internet matters - for support for parents and carers to keep their children safe online

· London Grid for Learning - for support for parents and carers to keep their children safe online

· Net-aware - for support for parents and careers from the NSPCC

· Parent info - for support for parents and carers to keep their children safe online

· Thinkuknow - for advice from the National Crime Agency to stay safe online

· UK Safer Internet Centre - advice for parents and carers

This information will be put onto the school website to share this support with parents and carers.

Acceptable Usage Policy – Staff
This document has been written to ensure that staff use the computers throughout the school appropriately. If they have any questions regarding this policy, they should direct them to Senior Leadership team or the Computing Lead. Staff should:

· Use computers and equipment with care and ensure children do the same e.g. water bottles, tea and coffee should stay away from machines

· Ensure that they have a sensible password 

· Ensure that usernames and passwords are not shared with children or other staff 

· Ensure that they log off when they have finished using a computer 

· Make use of resources such as cameras and microphones but ensure that these are returned after their use. They should also endeavour to remove pictures/files on return too

· Try not to be wasteful, in particular when it comes to batteries, printer ink and paper

· Ensure that online dialogue (e.g. blog posts or emails) with other schools, parents or children remains professional at all times

· Ensure that online activity is related to their professional duty and that personal use should be kept to a minimum

· Ensure that they are not using the school’s computers for financial gain.

· Ensure that they have read and understood the Computing Policy

· Be aware that software or hardware should not be installed without prior consent of the Computing Lead or head teacher

· Understand that inappropriate use of the school’s network may result in some services being removed and further action being taken by the head teacher 

· Where data of a personal nature such as school reports, IEPs, correspondence, photographs and assessment data is taken home on a school laptop or other storage device, it must be recognised that this data comes under the Data Protection Act and is subject to the school’s Data Protection Policy as well as GDPR. Care must therefore be taken to ensure its integrity and security. Where staff are using their own digital equipment such as cameras and mobile phones, extreme caution is advised to avoid misinterpretation by others. Files should be transferred to school equipment within one week;
· Report any issues to the Senior Leadership team or Computing Lead as soon as possible

· Return any hardware or equipment if they are no longer employed by the school

Signed  ____________________ Print ____________________   

Date _______________ 
Acceptable Usage Policy - KS2 Children
This document is to provide some guidelines to ensure that you stay safe and act responsibly when using the computers. When we talk about computing, we are talking about computers, laptops, tablets and everything else including cameras and other devices. By using the Computers in school, you have agreed to follow these rules. These rules will be discussed with you as a class before you sign them. A copy of this will also be sent home to your parents.
 If you have any questions, please ask your teacher. 

· At all times, I will think before I click (especially when deleting or printing)

· When using the internet, I will think about the websites I am accessing

· If I find a website or image that is inappropriate, I will tell my teacher straight away

· When using information or pictures from websites, I will try and say which website it came from and if possible link back to the site

· When communicating online (in blogs, email etc) I will think about the words that I use and will not use words that may offend other people

· When communicating online, I will only use my first name and not share personal details such as my email address or phone number

· I understand that people online might not be who they say they are

· I will not look at other people’s files or documents without their permission

· I will not logon using another person’s account without their permission

· I know that the teachers can, and will, check the files and websites I have used

· I will take care when using the computers and transporting equipment around

· I will keep my usernames and passwords secure, but I understand I can share them with appropriate people, such as my parents or teachers

· I will not install any software or hardware (including memory sticks) without permission from a teacher

· I understand that if I am acting inappropriately then my parents may be informed

· I understand that any messages or material posted online (in or out of school) that negatively effects other pupils will be addressed within school, in accordance with the school’s behaviour policy. 

Signed (Pupil) __________________________Class __________ 

Date _______________ 

Acceptable Usage Policy -  KS1 Children

These rules have been written to make sure that you stay safe when using computers in school. This includes cameras, iPads and microphones too. By using the computers in school, you have agreed to follow these rules. Your teacher will talk about these rules before you sign them and a copy will be sent home to your parents/carers.

If you have any questions, please ask your teacher. 

The Golden Rule: Think Before You Click
( I will be careful when going online to look at sites suggested by my teacher or designed for children.

( I will only use the internet in school when a teacher has given me permission, during and outside of lesson time

( I will tell a teacher if I see something that upsets me.

( I know people online might not be who they say they are.

( I will be polite when writing online.

( I will think before I print or delete.

( I will think before I delete.

( I will be careful when using or carrying equipment.

( I will keep my password secret, but I can tell my family.

( I will remember to log off properly before closing the lid of the laptops. 

( I won’t tell anyone any personal details like my phone number or last name.

( I won’t logon using someone else’s username.

( I will never eat or drink when using computers.

( I will report anything that upsets me or that I think I am not meant to see.

( I will report any e-safety concerns to an adult.

Signed (Pupil) __________________________
Class __________ 

Date _______________ 
